YTBepxaeHbl
pykoBojcTBoM 8 llenTpa ®CBH Poccuu
21 ¢peBpana 2008 r.N 149/6/6-622

TUITIOBBIE TPEBOBAHUA
[10 OPTAHU3ALUU U OBECITEYEHNIO ®YHKIUOHWPOBAHUA

ITUPPOBAJIbHBIX (KPUIITOTPA®UUECKUX) CPE/CTB, TIPEJHA3HAYEHHBIX
JUIS 3ALIATH UHPOPMALIMH, HE COAEPXKALEN CBEJJEHUH, COCTABJIAIOIMX
FOCY/ZIAPCTBEHHYIO TAHHY, B CJIYYAE UX UCTI0JIb30BAHUS
JIJ11 OBECTIEYEHHSI BE3OITACHOCTH [IEPCOHAJIBHbBIX ZJAHHBIX
TIPU X OBPABOTKE B UH®OPMALIMOHHBIX CUCTEMAX
EPCOHAJIBHBIX JAHHBIX

1. O61IMe MoJ0XKEeHUd
1.1. Hacrosue TpeboBaHUSA ONpeAessAOT MOPSAAOK OpraHU3alud W o0becredyeHus
GYHKIIMOHHMPOBAaHUS MU PPOBaJbHBIX (Kpuntorpadpuyecknx) cpefCcTB, NpeJHa3Ha4YeHHbIX
JUIS1 3aliAThl MHPOpPMAaLUK, He CoZieprKalllel CBeJeHUU, COCTAaBJSIOLUX FOCYJapCTBEHHYIO
TalHy (fJaJjiee - KPUITOCPEJCTBO), B CJAy4yae HX MCIOJIb30BaHUS JJis obecrnedyeHUs
6e30MacHOCTH NePCOHANbHbIX JAHHbIX IPU UX 06pab0oTKe B MHPOPMALMOHHBIX CUCTEMAX
NepCOHa/bHBIX JJaHHBIX (Zlajsee - UHPOpMaLlMOHHAs CUCTEMA).
1.2. HacTtosiuue Tpe6oBaHUs pa3paboTaHbl BO UCIIOJIHEHHE:
- ®epepanbHoro 3akoHa "O nepcoHambHbIX JaHHBIX" 0T 27 utoJisg 2006 r. N 152-®3 (CtaTha
19);
- [losioxkeHus 06 obecredyeHMH 6€30NaCHOCTU MEPCOHANbHBIX JJAHHBIX IPU UX 06paboTKe B
MHGQOPMaIMOHHBIX CHCTEeMax MepCOHaJbHBIX JJaHHBIX, YTBEpXAeHHOoro [locTaHOBeHUEM
[IpaBuTenbcTBa PO oT 17 Hos16ps 2007 r. N 781 (nasnee - [losioxkeHue);
-Hosoxenus o @PenepasbHOM  ciayxbe 6Ge3omacHocTu Poccuiickonn  ®epepanuy,
yTBepxkAeHHoro YkasoM [IpesupenTa Poccuiickon @esepanyu ot 11 aBrycra 2003 r. N 960.
1.3. Hactosiuue TpeboBaHus:
- SABJSATCA 0053aTeJbHBIMU [JJII  ONEepaTopa, OCYUIeCTBJSIONET0 06paboTKy
NepCOHA/MIbHBIX JIAaHHBIX, a TaKXe JIUIA, KOTOPOMYy Ha OCHOBAaHHWHU JIOTOBOpA OIepaTop
nopy4aeT 06pabOTKy NepCOHa/JbHbIX AAaHHbIX, U (WJM) JIMLA, KOTOPOMY Ha OCHOBAaHUHU
JlIoTOBOpa oOlepaTop MOpydyaeT OKa3aHHWe YCJAyr IO OpraHu3aluid U obecrneyvyeHUIo
6€e30IMaCHOCTH 3alIMThl NePCOHAJBHBIX JAHHBIX NMPU UX 00paboTKe B MHPOPMALIMOHHOMU
CUCTeMe C HCIO0JIb30BAHUEM KpUNTOCPeACTB. [IpM 3TOM CyleCTBEHHbIM YCJI0BUEM
JloroBopa SIBJISIETCS 006513aHHOCTb YIOJIHOMOYEHHOT 0 JUa 06ecrevyuThb
KOHQUAEHI|UAJbHOCTb MEPCOHA/IbHbIX JaHHbIX U 6€30MaCHOCTb MEPCOHAJIbHbIX JAHHbIX
npu ux o06paboTKke B HHPOPMAIMOHHON CHUCTEMe B CJaydyasiX, NPeAyCMOTPEHHbIX
JleMCTBYIOLIMM 3aKOHOaTeJbCTBOM;
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- pacmpocTpaHSIOTCd Ha KpUIOTOCPEJCTBa, IMpeJiHa3HAaYeHHble [l oObecnevyeHUs
6e30I1acHOCTH NepCOHAJbHBIX JAHHBIX IPU UX 00pab0TKe B MHPOPMALMOHHBIX CUCTEMAX
IIepCOHA/JIbHBIX [AHHBbIX, BCé TEeXHUYECKHE CPeACTBAa KOTOPBIX HaXOAATCA B Ipejesax
Poccuiickoit @enepanuy, a TakKe B CUCTeMax, TEXHUYECKUE CPeICTBA KOTOPBIX YaCTUYHO
WJIM 11eJIMKOM HaXoJsTcs 3a npejienamu Poccuiickont @epepauuy;

- He OTMEHAIOT TPe60BaHUS UHBIX IOKYMEHTOB, perjlaMeHTHUPYIOIIUX NOPAL0K 00palleHUs
co caykebHo MHOopMaLel OrpaHUYEeHHOT0 pacIpoCTpaHeHus B peJiepaibHbIX OpraHax
VCIIOJIHUTEJIbHOM BJIACTH.

OmepaTop € y4eTOM OCOOGEHHOCTeHl CBOEW [AeATEeNbHOCTH MOXET pa3pabaTbhiBaTh He
NpOoTHBOpedYal|de HacToAmMM TpeboBaHUAM MeTOAWYECKHMEe peKOMeHJalUu M0 HUX
IpUMEHEHUIO.

HWcnonb3yeMble A5 Leseld HacTOAWMX Tpe6b0BaHUM TepMUHbBI U ONIpeJieIeHUs] IPUBe/IeHbI
B [Ipusioxkenuu 1.

2. OpraHusanus 1 obecrieyeHre 6€30MacHOCTH 00pabOTKHU
C UCI0JIb30BaHHEM KU POBa/bHBIX (KpUIITOrpadpUieCKUX)

CpeAcCTB lIepCOHAJIbHBIX JdHHBIX

2.1. Be3onacHOCTb 06pabOTKHU NepCOHATBHBIX JAHHBIX C UCII0JIb30BaHUEM KPUIITOCPE/CTB
OpraHu3ylT U o6ecleydBalOT ONepaTopbl, a TaKXe JHULA, KOTOPbIM Ha OCHOBAaHUU
JloroBOpa onepaTop nopydyaeT 06paboTKy epCOHANTbHbIX JJAHHBIX, U (MJIH) JIMLa, KOTOPbIM
Ha OCHOBAaHMM JOroBOpa OIepaTop Nopy4yaeT OKa3aHHEe YCAYyr MO OpraHU3alydu U
obecrieyeHU0 6e30MaCHOCTU 0OpPabOTKU B MHGOPMALMOHHOM CHUCTEeMe NepCOHATbHBIX
JIaHHBIX C UCII0JIb30BAaHUEM KPUIITOCPE/CTB.

ObecnedyeHre 6e30MaCHOCTH MEPCOHAIbHBIX JJAHHBIX C UCIO0Jb30BaHUEM KPUITOCPE/CTB
JLOJPKHO OCYILeCTBJIATbCS B COOTBETCTBUU C:

1) [Ipukazom ®CBb Poccuu ot 9 deBpansa 2005 r. N 66 "06 yrBepxaeHuu IlosoxeHus o
pa3paboTKe, IpPOM3BOJCTBE, peajM3alUM U  3IKCIUIyaTalUud  IHPPOBaJbHbIX
(kpuntorpaduyeckux) cpeActB 3auuThl UHGopManuu (Ilosnoxenue [1K3-2005)";

2) lloctanoBaenueM [IpaButenbctBa PP ot 29 nekabpsa 2007 r. N 957 "06 yTBepxAeHUU

MOJIOX)KEHUH O JIMLEH3UPOBAaHHUU OTJIEJbHbIX BUJOB [eATEJbHOCTH, CBS3aHHBIX C
mr$poBabHbIMU (KpUNTOrpadHUUEeCKMMHU) CpeICTBAMU";
3) MeToaU4YeCKUMU PEKOMEHIAUAMU [0 OOeCrneyeHU0 C MOMOIIbI KPUINTOCPE/CTB

6e30IaCHOCTH MepPCOHANbHBIX JAHHBIX MMPHU UX 00paboTKe B MHPOPMAIMOHHBIX CUCTEMAX
NepCoHabHBIX JAHHBIX C UCTI0JIb30BaHUEM CcpeACcTB aBToMaTu3aluu (N 149/54-144, 2008,
@®CB Poccun);

4) Hactosuumu TpeboBaHUSIMH.

2.2. OmnepaTopbl HECYT OTBETCTBEHHOCTb 3a COOTBETCTBUE NPOBOJAUMBIX HMU
MepONpUsATUNA 1O OpraHu3aluMu U obeclieyeHUI0 0e30MacHOCTH 06paboTKU ¢
HCI0JIb30BaHUEM KPHUIITOCPE/ICTB MEePCOHATbHbBIX JIAHHbBIX JIMIIEH3UOHHBIM TPEOOBAHUSIM U
YCJIOBUSIM, IKCIJIyaTallAOHHOW M TEeXHUYEeCKOW JOKYMeHTalUu K KPUITOCpeACTBaM, a
Takke HacTosUM TpebGoBaHUSAM.

[Ipy 3TOM omepaTophbl AOJKHBI 06eCleYruBaTh KOMIIJIEKCHOCTb 3alllAThl NepPCOHAJbHbIX
JIAaHHBIX, B TOM YHMCJIE TOCPEACTBOM IPUMEHEeHUs1 HeKpunTorpadpuieckux CpeiCTB 3alUTHI.
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2.3. llpu pa3paboTKe U peasv3alUd MEpPONPUITHI MO OpPraHyu3alUu U 0bOecrnevyeHUIo
06e30IMacHOCTU NMepCOHANbHBIX JaHHBIX NIPU UX 00pab0TKe B MHPOPMALMOHHOMN CHUCTeMe
onepaTop WK yIOJJHOMOYEHHOE OIlepaTOpPOM JIULO OCYIeCTBJISAET:

- pa3paboTKy JJi KaXJ0oW MHPOPMALLMOHHON CHUCTEMbl NEpPCOHAJbHBIX JaHHBIX MOJeU
yrpo3 6e30NacCHOCTH NepCOHaTbHbBIX JaHHBIX IIPU UX 00pabOTKe;

- pa3paboTKy Ha OCHOBE MO/JleJI YyIpO3 CUCTEeMBbI 0€30MaCHOCTU MEepPCOHANbHbBIX JaHHBIX,
obecre4yrBawllel HeUTpaJIU3aL U0 BCeX IEPEUYUCEeHHBIX B MOJIeJIA YyTPO3;

- omnpejeseHle HEO0O0XOAMMOCTH MCIHOJb30BaHUS KPUNTOCPEACTB [Js obecrneyeHUs
0e30MaCHOCTU IepCOHaJbHbIX JAHHbIX M, B CJy4ae IOJIOKUTEJbHOTO pelIeHUs,
onpezesieHUe Ha OCHOBE MO/JeJIY YTpO3 11eJIM UCII0JIb30BaHUS KPUIITOCPEACTB /151 3aLLUThI
NepCOHAJbHbIX JAaHHbIX OT HENpPaBOMEPHOTIO WJMU CJAYy4alhHOro JOCTyla K HHUM,
YHUUYTOXXEHUS],  U3MeHeHMUs, OJIOKUpPOBaHUSA, KONHUPOBAHHUSA,  pacIpoCTpaHEHUs
NIepCOHAJIbHBIX JJAHHBIX U (MJIK) UHBIX HEIPAaBOMEPHBIX JIeUCTBUM IPU UX 06pPabOTKE;

- yCTAaHOBKY Y BBO/], B 9KCIJIyaTallMi0 KPUNITOCPEACTB B COOTBETCTBUH C IKCIJIyaTallMOHHOU
Y TEXHUYECKOU JOKyMeHTalen K 9TUM Cpe/iCTBaM;

- IPOBEPKY FTOTOBHOCTH KPUNITOCPEACTB K MCII0JIb30BAHHUIO C COCTABJIEHUEM 3aKJIHYEHUH O
BO3MOXXHOCTH UX 9KCIJIyaTalluH;

- 00y4YeHUe JIWL, UCII0JIb3YIOLUX KPUIITOCPEACTBA, paboTe C HUMY;

- TO03K3eMIUISIDHbI y4eT HCIOJb3yeMbIX KPUNTOCPEJCTB, 3KCIJIyaTaUOHHOM H
TEXHUYEeCKOH JOKyMeHTallM1 K HUM, HOCUTeJIed epCOHA/IbHbIX JJAHHBIX;

- y4yeT JML, JONYLIEHHbIX K paboTe € KPUNTOCPEACTBAaMHU, NpeJHAa3HAYEHHbIMU JJIs
obecrieyeHUs] 0€30MACHOCTH ME€PCOHAJbHbIX JAaHHBIX B MWHQPOPMALMOHHOM CUCTEME
(mosib30BaTENIM KPUIITOCPECTB);

- KOHTPOJIb 32 COOJII0/IEHUEM YCI0BUM UCII0JIb30BAaHUS KPUIITOCPEACTB, NPelyCMOTPEHHbBIX
3KCIJIyaTallMOHHOW U TEXHUYECKOU JOKYMeHTal el K HUM;

- pa3bupaTesbCTBO U COCTaBJIE€HUE 3aKJH4YeHUU 1no ¢$akTaM HapylleHUs YCJA0BUU
XpaHeHUs HOCHTeJIeld MepCOHa/IbHbIX IaHHBIX, UCI0JIb30BAaHUS KPUIITOCPEACTB, KOTOpPbIE
MOTYT NPHUBECTH K HapYLIeHUWI0 KOHQUAEHLUAJbHOCTH NEepPCOHAJIbHBIX JAaHHbBIX HJH
JIpyTMM HapylleHUsIM, TIPUBOJSAILUM K CHUXKEHHUIO0 YPOBHSA 3al{UILlEHHOCTH IepCOHAIbHBIX
JlaHHBIX, pa3pabOTKy W NpPUHATHE Mep MO NpeAOTBPAIEHHI0 BO3MOXHbBIX OINACHbIX
nocJeACTBUM NOJ00HBIX HAPYILEHUH;

- ONMCaHUEe OpraHM3allMOHHBIX U TEXHUYECKUX Mep, KOTOpble OmepaTop 06s3yeTcs
OCYLIeCTBJIATb NpU  obeciedeHUHM  OEe30MaCHOCTU  [EePCOHAJbHbIX  JAaHHbIX C
WCIOJIb30BAHUEM KPUIITOCPEACTB NMPU UX 00paboTKe B MHPOPMALMOHHBIX CUCTEMAX, C
yKa3zaHUeM B YaCTHOCTH:

a) MHJEeKca, YCJIOBHOTO HAaUMEHOBAHUS M PETUCTPALMOHHBIX HOMEPOB HCIOJIb3yEMbIX
KPUIITOCPE/CTB;

6) COOTBETCTBUS pa3MelleHHWs1 U1 MOHTaKa anmnapaTypbl U 060py/l0BaHHs, BXOJSLIETO B
COCTaB KpUITOCPEJCTB, TPEOOBAaHUSM HOPMATUBHOW [JOKYMEHTAalUMU U MpaBUIaM
N10JIb30BaHUs KPUNITOCPEACTBAMU;

B) COOTBETCTBUS IMOMeEIEHUH, B KOTOPOM pasMelleHbl KPUITOCPEACTBA U XPaHUTCA
KJIl0oueBasl JJOKyMeHTalus K HUM, HacToslUM TpebGoBaHHSM C ONHMCAaHUEM OCHOBHBIX
Cpe/iCTB 3aLUThI;



r) BbinosHeHUs1 TpebGoBaHMW K MaTepUaNbHbIM HOCUTEJNSIM OHUOMETPUYECKUX
NepCOHAJIbHBIX IaHHBIX U TEXHOJIOTUSM XpaHEHUS] TaKUX JJaHHbIX BHEe UHPOPMaALMOHHbBIX
CUCTEM MEPCOHATbHBIX JAHHBIX.

OnvcaHve  NOPUHATBIX  Mep  JOJ/DKHO  ObITb  BKJYEHO B  yBeJJOMJIEHHME,
npeAycMOTpeHHOe YacThbio 1 ctaThu 22PeepanibHoro 3akoHa "O nepcoHaJbHbIX JJAHHbBIX".

2.4. Tlonp3oBaTes M KpPUITOCPEACTB [AONYCKAIOTCA K paboTe C HUMHM IO peLIeHHUIo,
yTBep:kJaeMoMy onepatopoM. [Ipy Hanu4unu AByX U 60J1ee MoJib30BaTeed KpUNITOCPE/CTB
00513aHHOCTH MeX/Jly HUMHU J[OJDKHBI OBbIThb pacnpejiesieHbl C y4eTOM IepCOHa/bHOM
OTBETCTBEHHOCTHU 3a COXPAHHOCTb KPHUITOCPEJCTB, KJIIOYEBOM, 3KCIJyaTallMOHHOW HU
TEeXHUYECKOM JOKYMEeHTal Uy, a TaKXe 3a IOpy4YeHHbIe y4aCTKU paboThI.

2.5. [losib30BaTeN M KPUNTOCPECTB 00S3aHBI:

- He pasrJjaimaTb MHPOpMalMio, K KOTOPOM OHHU JOMNylleHbl, B TOM YHCJe CBeJEeHUs O
KPUIITOCPE/CTBAX, KJIUEBbIX JOKYMEHTaX K HUM U JPyTUX Mepax 3alliUThl;

- cobsoAaTh TpebOBaHUSA K oObOecrnedyeHHI0 0e30MacHOCTHM NepPCOHAJbHBIX [IaHHBIX,
TpeboBaHUSA K obecrieyeHHUI0 6€30NaCHOCTU KPUITOCPE/CTB M KJIHYEBBIX JOKYMEHTOB K
HUM;

- COOOLATh O CTABLIMX UM M3BECTHBIMM NONBITKAX NOCTOPOHHUX JIUL] IOJYYUTh CBeJIeHUS
00 MCI0JIb3yeMbIX KPUIITOCPEACTBAX UJIH KJIIOUEBBIX JJIOKYMEHTaX K HUM;

- HeMe/IJIeHHO yBeJJOMJISATh ollepaTopa 0 ¢aKTaxX yTpaThl UM HEJOCTA4YU KPUNTOCPE/CTB,
KJII0YEBBIX IOKYMEHTOB K HUM, KJIIOUeH OT NOMeIlleHUH, XpaHW/IHIL, JUYHbIX IeyaTel U o
Apyrux paKTax, KOTOpble MOTYT NPUBECTH K pasrJalleHUI0 3alUIlaeMbIX IepCOHAIbHBIX
JlaHHBIX;

- C/laTb KPUITOCPEACTBA, SKCIJIYaTALlMOHHYI0 M TEXHUYECKYI0 JJOKyMEHTALMI0 K HUM,
KJI04YeBble JIOKYMEHTbl B COOTBETCTBUM C IMOPSAAKOM, YCTAaHOBJEHHBIM HAaCTOSIIUMHU
Tpe6oBaHHUSIMHM, NPU YBOJbHEHHWU WM OTCTPAHEHUH OT HCIOJHEHUS O00S3aHHOCTEM,
CBSI3aHHBIX C UCNI0JIb30BAHUEM KPUIITOCPE/CTB.

2.6. ObecneueHue PYHKLIMOHUPOBAHUSA U 6€30MaCHOCTU KPUIITOCPEACTB BO3JaraeTcs Ha
OTBETCTBEHHOTO TI0JIb30BaTe/I KPUITOCPEJCTB, HUMEWILEero HeoO0XO0JMMbIA ypOBEHb
KBa/MpUKaLMY, Ha3HA4YaeMoro IpUKa3oM omeparopa (Jajlee - OTBETCTBEHHbIH
110J1b30BaTeJb KPUIITOCPELCTB).

JonyckaeTcsl Bo3/10keHre QYHKIUKA OTBETCTBEHHOIO M0J1b30BaTeJIsI KPUIITOCPEACTB Ha:

- OZJHOT'0 M3 N0JIb30BaTeJel KPUIITOCPE/CTB;

- Ha CTPYKTYpPHOeE Mo/ipa3/ie/ieHue WK JO/HKHOCTHOE JIMIO (PaboTHUKA), OTBETCTBEHHbIX
3a obecrevyeHre 6€30MaCHOCTH TePCOHAIbHBIX IaHHBIX, HA3HAYaeMbIX OIIepaTOPOM;

- Ha CHenyajibHOe CTPYKTYpHOe NoJpasjesieHue N0 3allluTe TrocyJapCTBEHHOM TalHBbI,
MCI0JIb3YIOIlee /111 TOr0 KU pPOBaIbHbIE CpeJCTBA.

2.7. OTBETCTBEHHbIE M0JIb30BaTEJIM KPUNTOCPEACTB JOKHbI UMeTh (YHKIMOHAJbHbIE
00513aHHOCTH, pa3paboTaHHbIe B COOTBETCTBUHU C HACTOSIIUMU TpebOBaHUSIMH.

2.8. Ilpu omnpeneseHUH 06SI3aHHOCTEH TMO0JIb30BATeJsl KPHUITOCPEACTB HEOO6X0JUMO
YYUTBIBATh, YTO 06€30MacCHOCTb O0O6pPabOTKM C MCHOJIb30BAHMEM KPHUITOCPE/JCTB
NepCOHAJIbHBIX JJAHHbIX 06ecreyrnBaeTCs:

- COOJII0/IEHMEM T10JIb30BATENSIMU KPUNITOCPECTB KOHPUAEHIUATIbHOCTH IPU 00pallleHUuU
CO CBEeJleHUSIMHU, KOTOPbIE€ UM JJOBEPEHDBI UJIM CTaIM U3BECTHHI 10 paboTe, B TOM YHUCJIE CO


https://legalacts.ru/doc/152_FZ-o-personalnyh-dannyh/glava-4/statja-22/#100162

CBeJleHUSIMU 0 YHKLIMOHUPOBAHHWHU U OPsAAKe 06ecriedyeHUs1 6€30MacHOCTH PUMEHSIEMbIX
KPUIITOCPE/CTB U KJIIOUEBBIX JIOKYMEHTaX K HUM;
- TOYHBIM BBINIOJIHEHUEM I10JIb30BaTE/IIMU KPUINITOCPELCTB TPeOOBaHUM K 006ecrneyeHunIo
6€e30MacHOCTH NePCOHAbHbBIX JJAHHbIX;
- HaJleXKHbIM XpaHEHWEM 3SKCIJIyaTallMOHHOW U TeXHUYECKOW [JOKYMEHTAlluu K
KpPUNITOCPEeACTBAM, KJIIOYEBBbIX JOKYMEHTOB, HOCHTesJeld UHPOpMaLUM OrpaHUYEHHOrO
pacnpocTpaHeHus;
- obecrieyeHHWEM TMPUHATBIX B COOTBETCTBUU C TpebGOBaHUSIMU K MaTepUaJbHbIM
HOCUTEJIIM OUOMETPUYECKUX MEePCOHAIbHbIX JAHHBIX W TEXHOJIOTUSIM XPaHEHUs TaKHX
JlaHHBIX BHE UHPOPMALIMOHHBIX CUCTEM NEPCOHAJIbHBIX JJAHHBIX Mep;
- CBOEBpPEMEHHBIM BbISIBJIEHUEM IMOMNbITOK MOCTOPOHHHUX JIWL, NOJYYUTb CBEJEHUS O
3all[UIIAeMbIX MEPCOHAJbHBIX [IaHHBIX, 00 MCHO0JIb3yEMbIX KPUINTOCPEACTBAX WJIU
KJIIOUEBBIX JJIOKYMEHTaX K HUM;
- HeMe/IEHHbIM NpPUHATHEM Mep N0 NpeAyNpexJeHUI0 pasrJalleHus 3aljUIaeMbIX
NepCOHAJbHBIX JAHHBIX, @ TaK:XKe BO3MOXXHOM UX yTEUYKHU NPHU BbISIBJIEHUHU PAKTOB yTPAThI
WM HeJOCTayd KPUITOCPEACTB, KJ/IOUYEBBIX JOKYMEHTOB K HHUM, Y/A0CTOBEpPEHUH,
IPOMNYCKOB, KJ/YeH OT NOMelleHUH, XpaHuaul, ceddoB (MeTa//IMuecKUX IKadoB),
JINYHBIX NleYyaTel U T.II.
2.9. Jluua, odopmisieMble Ha pabOTy B KadecTBe I0Jib30BaTesied (OTBETCTBEHHBIX
noJib30BaTeJie) KPUNTOCPEACTB, [JO/DKHbI ObITh O3HAKOMJIEHbl C HACTOSIUMU
Tpe6oBaHHUSIMM UM [JPYyTUMU [JOKYMEHTAaMH, perjaMeHTUPYIOIUMU OpraHu3anui H
obecriedeHMe 0€30MAaCHOCTH NepPCOHAJbHBIX J@HHBIX HpU KX 00paboTKe B
MHG)OPMaIMOHHBIX CUCTEMAX, 10/, PaCMCKy U HECYT OTBETCTBEHHOCTb 32 HECOOJII0/IeHUE
MMH TpebOBaHUM yKa3aHHbIX JIOKYMEHTOB B COOTBETCTBHU C 3aKOHOJATE/JbCTBOM
Poccurickon ®egepanum.
2.10. Tekywui KOHTpPOJIb 3a OpraHu3anyed U obecrneyeHHEM QYHKIIMOHUPOBAHUSA
KpPUINTOCPEJCTB BO3JlaraeTCd Ha oOmNepaTopa U OTBETCTBEHHOTO IOJIb30BaTeJIs
KPUIITOCPE/CTB B NpeJiesiax UX CAYKeOHbIX OJTHOMOYUH.
2.11. KoHnTpoJsib 3a opraHu3aiuei, obecneyeHrneM QyHKIIMOHUPOBAHUSA U 6E30MACHOCTH
KpPUNTOCPE/CTB, MNpeJHa3HAaYeHHbIX /[JIl 3allUMThbl MEpPCOHAJNbHBIX [JaHHBIX 0IOPU UX
06paboTke B MHGOPMAIMOHHBIX CUCTEMaX MEpPCOHAJbHBIX JAHHbIX, OCYyLleCTBJSETCSA B
COOTBETCTBUU C JIeMCTBYIOIIMM 3aKOHOJaTe/bcTBOM Poccuiickor ®Peepanuu.
2.12. B ciyyae HE06XOJUMOCTH B3aUMO/JIEeMCTBUSI ONePaTOPOB UHPOPMAIMOHHBIX CUCTEM
NpyU HCNOJIb30BAaHUMU KPHUIITOCPEACTB JJisi obecredyeHUs] 06e30MacCHOCTU 06paboTKHU
NepCOHAJbHBIX JAHHBIX /ISl OPraHM3al MY B3aUMO/IEMCTBUS KPUNITOCPE/CTB MO PELIEHHUI0
ONepaToOpoOB  MEepPCOHAJNbHBIX  JAHHBIX  BbIZEJSETCId  KOOPAWHHUPYIOIMNA  OpraH,
OTBETCTBEHHbI 3a obOecrneyeHHe 6€30MACHOCTU MEepPCOHANbHBIX JAHHbBIX, yKa3aHMUS
KOTOPOTO fIBJSAIOTCA 00513aTe/IbHBIMHU JIJIs BCEX M0JIb30BaTeIel KPUIITOCPEACTB.

3. [lopsiaok obpaleHus ¢ KpUNTOCPEACTBAMU U KPUIITOKJIIOYaMU

K HUM. MeponpusTus IpyU KOMIIPpOMeTaliu KPUIITOKJII0Yen

3.1. [lonb30oBaTE N KPUIITOCPEACTB 0OSI3aHbI:
- He pasrJialiaTb UHGOPMaALMIO O KIYEBbIX JOKYMEHTAX;
- He IONyCKaTb CHATHE KONUH C KJII0YEeBBIX JOKYMEHTOB;



- He [ONYyCKaTb BbIBOJ, KJIIOYEBbIX JOKYMEHTOB Ha Juciied (MoHutop) [IDBM wuau
IIpUHTED;

- He JJONIyCKaThb 3alMCH HA KJII0YE€BOM HOCUTEJIb IOCTOPOHHEN NHPOPMaLUY;

- He IONYCKaTb YCTAaHOBKU KJIOYEBbIX JIOKYMEHTOB B Aipyrue [[9BM.

3.2. [lpy Heo6GXOJMMOCTU INepeAadyd MO TEXHUYECKUM CpeJCTBaM CBA3U CJYKeOHbIX
COOOLIEHUM OrpaHWYeHHOIo [JOCTYyIa, KacaloUMXCd OpraHU3alUMud U obecnedyeHUs
GYHKLIMOHMPOBAHUs KPUIITOCPE/CTB, YKa3aHHble COOOLIeHHUA HeOoOXOAMMO IepejaBaThb
TOJIBKO C MCII0JIb30BaHHWEM KPUINITOCPeACTB. [lepeadya o TeXHUYECKUM CpeJiCTBaM CBA3U
KPUNTOKJ/IYEH He OMYCKAeTCs, 32 UCKJIYEeHMEeM ClleliMaJIbHO OPraHU30BaHHBIX CUCTEM C
JlelleHTPa/IM30BaHHBIM CHa6XXeHHeM KPUIITOK/II0YaMHU.

3.3. KpunrocpefcTBa, ucnosb3yeMble AJjd obecrnedeHUs 6e30MaCHOCTH IepCOHAJbHbIX
JlaHHBbIX MNpPU KX 00paboTke B HUHPOPMALMOHHBIX CUCTEMAX, MOJJEXAT Y4YeTy C
VICIIOJIb30BAaHWEM MH/I€KCOB WJIU YCJIOBHBIX HAUMEHOBAHUU U PerMCTPALMOHHbBIX HOMEPOB.
[lepeyeHb MHJEKCOB, VYCJOBHbIX HAaWMEHOBAaHUW U perucTpPalMOHHBIX HOMEpOB
KpUIITOCPeACTB onpenenserci PenepasbHOU cayxb6oil 6e3omacHocTH Poccuiickoi
depepauuu.

3.4. Ucnosib3yeMble WM XpaHUMMble KPUNTOCPE/CTBA, IKCIJIyaTaMOHHAA U TeXHUYeCcKas
JOKYMEHTalusl K HHUM, KJ/4YeBble JOKYMEHTbl MNOJJIeXAT IO03K3eMIUIAPHOMY YYeTy.
PexoMmeHayemble dopmel npuBeAeHbl B IlpuioxkeHuu N 2. [Ipy 3TOM mnporpaMMmHble
KpPUNTOCPEeACTBA JOJLKHBI YUYUTBHIBATHCA COBMECTHO C allapaTHBIMM CpeJCTBaMH, C
KOTOPBIMHU OCYLIECTBJISIETCA UX LITaTHOe QYHKIMOHUpOBaHMe. Eciu anmapaTHble HJIH
almnapaTHO-IpOrpaMMHble KPUIITOCPEeACTBA MOJAKJIYAIOTCA K CUCTEMHOW IIMHE WJMU K
O/ZIHOMY M3 BHYTPeHHHUX UHTep}elCcoB almnapaTHbIX CPeJCTB, TO TaKMe KPUITOCPeACTBa
YYUTBIBAKOTCA TAKXKe COBMECTHO C COOTBETCTBYIOLIMMY allllapaTHbIMU CPeCTBAMM.
EnvHuIe MNO3K3eMIIAPDHOTO Yy4yeTa KJ/IYEeBBbIX JOKYMEHTOB CYHUTAETCA KJKYEBOU
HOCUTeJIb MHOTOKPATHOTO WCIOJIb30BaHUS, KJIIOYEBOW OJIOKHOT. EciM OfMH M TOT e
KJI04YeBOM HOCUTE/Jb MHOIOKPAaTHO MWCHOJB3YIOT [J 3alUCH KPUNTOKJIOYEH, TO ero
KaXX/[blM pa3 cjeAyeT PerucTpUpoBaTh OTAENbHO.

3.5. Bce nosyyeHHble 3K3eMIJIAPbl KPUNTOCPEACTB, 3KCIJIyaTallMOHHOW M TeXHUYECKOU
JIOKYMEHTALlMHA K HUM, KJIIOYeBbIX JOKYMEHTOB JO/LKHBI ObITh BblJaHbl 10/, PAacHUCKy B
COOTBETCTBYIOLEM >KypHaJle MO3K3eMIIJIAPHOTO ydyeTa I0Jb30BaTessIM KPUITOCPELCTB,
HeCyL UM IepCOHAJbHYI0 OTBETCTBEHHOCTD 3a UX COXPAHHOCTb.

OTBeTCTBEHHBIM M0J1b30BaTe/Jb KPUNTOCPEACTB 3aBOAUT W BeJeT Ha KaxXJoro
[10J1b30BaTeJIsl KPUIITOCPE/CTB JIULLEBOM CYeT, B KOTOPOM PerucTpupyeT YMUCIAIMecs 3a
HUMHU KPUITOCPEACTBA, 3KCIUIyaTalMOHHYI0 M TEeXHUYEeCKyl [JOKyMeHTalUI0 K HHUM,
KJIIOU€eBbI€ JOKYMEHTHI.

3.6. Ecin 3kcmlyaTallMOHHOM W TeXHUYECKOM JOKyMeHTalueh K KpUITOCpeJCTBaM
IpelyCMOTPEHO NNPUMeHEeHHe Pa30BbIX K/IYEBbIX HOCUTeJeW WA KPUIITOK/IYU BBOAAT
Y XpaHAT (Ha BeCb CPOK UX JeWCTBUSA) HENOCPeJCTBEHHO B KPUITOCPEJCTBAX, TO TaKOH
pPa3oBbIM  KJIOYEBOM HOCUTEJNb WM 3JEeKTPOHHAsA 3aluCb COOTBETCTBYIOILETO
KPUIITOK/I0YA JOJDKHBI PErucTpUpOBaTbCs B TEXHUYECKOM (ammapaTHOM) >KypHaJe,
BeJlylleMCsl HeNOoCpeJCTBEHHO I0Jib30BaTeJeM KpUNTOCPeACTB. B  TeXHUYecKoM
(ammapaTHOM) KypHaJsie OTPaXKalT TAKXKe JaHHble 00 3KCIJIyaTalldu KPUITOCPEACTB U
Jpyrue  CBeJleHHd, IpeJyCMOTpPEeHHble  3KCIUIYyaTAallMOHHOM M TeXHU4YeCKOH
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JIOKyMeHTanyeld. B HHbIX ciay4asgx TeXHHYeCKMM (anmmapaTHbIM) KypHal Ha
KpUNITOCPeJCTBA He 3aBOAUTCA (ec/d HeT MNpsSMbIX YKa3aHUM O ero BeJleHUH B
IKCIJIyaTallMOHHOU WJIM TEeXHUYEeCKOM [OKyMeHTalMW K KpunrocpefcTBaM). Tunosad
dopma TexHUUYECKOTO0 (annmapaTHOro) *KypHaJsia npuBezeHa B [Ipunoxenuu N 3.

3.7. llepegada KpUIITOCPE/CTB, IKCIJIyaTallUOHHOU ¥ TEXHUYECKOW JOKYMEHTAl U K HUM,
KJIIOUEBBIX JJOKYMEHTOB JIOMyCKaeTCHd TOJbKO MeXAy N0JIb30BaTeJsIMA KPUNTOCPELCTB U
(n1) OTBETCTBEHHBIM 10J1b30BaTee€M KPUIITOCPE,CTB M0/ PACIIUCKY B COOTBETCTBYIOILIUX
KypHaJlax MO03K3eMIUIIDHOrOo yd4eTa. Takasg nepejaya MexXAy I10Jb30BaTeNsIMU
KPUIITOCPEJCTB JOJDKHA ObIThb CAaHKLIMOHUPOBAaHA OTBETCTBEHHBIM I10Jb30BaTeJeM
KpPUITOCPE/CTB.

3.8.Ilosib30BaTe/ I KPUNITOCPEACTB XPAaHAT UHCTA/INPYIOLIYME KPUIITOCPELCTBA HOCUTEIH,
IKCIJIyaTallMOHHYI0 U TEeXHUYECKYH JOKYMEeHTallMl0 K KPUITOCpPeACTBaM, KJIOYeBble
JIOKyMeHTbl B WKadax (fALMKaX, XpaHWIUIAX) HUHAUBUAYAJTbHOTO IO0JIb30BAaHUS B
YCJI0BUSX, UCKJIIOYAIOIIMX OECKOHTPOJIbHBIM JOCTYN K HUM, @ TAKXKe UX HellpeJHaMepeHHoe
YHUYTOXKEHHUE.

[lonp3oBaTenn KpPUNTOCPEACTB MNpeAyCMAaTPUBAIOT TaKXe paszesbHoe Oe30MacHoe
XpaHeHHUe [IeHCTBYIOIIMX U pe3epBHbIX KJIHUEBbIX JJOKYMEHTOB, NpeJHa3HauYeHHbIX JJif
NpUMEHEHUS B cJlydyae KOMIPOMeTalUu JeUCTBYIOLUX KI0YeBbIX JOKYMEHTOB.

3.9. AnnmapaTHble CpeJCTBa, C KOTOPBIMHU OCYLLECTBJISIETCH IITaTHOEe QYHKIMOHUPOBaHUE
KpPUIITOCPEJCTB, a TaKXe allllapaTHble M alnapaTHO-NPOrpaMMHble KPUITOCpPeACTBa
JlOJDKHBI OBITb 0GOpY/JOBaHbl CpPeACTBAMHU KOHTPOJISA 3a UX BCKpbITMEM (omeyaTaHbl,
OomJioMOUpoOBaHbl). MecTo  omneyaTblBaHUSA  (OMJIOMOMPOBAHHUS)  KPUITOCPEACTB,
annapaTHbIX CpeACTB JOJDKHO ObITb TaKUM, 4YTOObl €ro MOXHO ObLJI0 BH3yasbHO
KOHTPOJIMPOBaTh. [IpM Ha/JU4YMKU TEXHUYECKOM BO3MOXXHOCTH Ha BpeMs OTCYyTCTBUA
N0JIb30BaTeJiell KpUNTOCPEICTB YKa3aHHble Cpe/iCTBA HEOOXOAUMO OTKJIKOYATh OT JIMHUU
CBSI3U U yOUPAaTh B ONleYaTbiBaeMble XpaHUJIUILA.

3.10. KpunTocpeacTsa U KjlO4YeBble JJOKYMEHTbI MOTYT JOCTaBAATbCA desbberepckoi (B
TOM 4YHCJie BeJJOMCTBEHHOM) CBfI3bI0 WJIM CO CllelUa/IbHO BblJieJIEHHbIMU OIEepaToOpoOM
OTBETCTBEHHBIMU I10J1b30BaTENSIMU KPUITOCPEACTB U COTPYAHUKAMU MPU COOGJIIOJIEHUU
Mep, UCK/IIYALHUX OeCKOHTPOJbHbIM [JOCTYN K KPUNTOCPEACTBAM M KJIOYEBBIM
JIOKyMeHTaM BO BpeMs JJOCTaBKH.

JKCIIyaTallMOHHYI0 M TEeXHUYeCKyl JOKYMEeHTAalUI K KpUITOCPEACTBAM MOXKHO
nepechblaTh 3aKa3HbIMHU UJIU LIEHHBIMU IOYTOBBIMU OTIPAaBJIEHUSMU.

3.11. [lna nepecblIKU KPUNTOCPEACTB U KJIHOUYEBBIX JOKYMEHTOB OHU JOJKHBI OBITh
NOMellleHbl B MPOYHYK VYNAKOBKY, MCKJ/IOYAIOL[YI0 BO3MOXHOCTb HUX (U3UYECKOTO
NOBpPEXJEHUS M BHELIHEro BO3/eMCTBUs, B OCOOEHHOCTH Ha 3alMCaHHYH KJHYEBYIO
nHpopManuw. KpuntocpeacTBa nepecblyialoT OT/€JbHO OT KJIHYEBBIX JOKYMEHTOB K HUM.
Ha ynakoBkax yka3bIBalOT ollepaTopa Uk OTBETCTBEHHOTO 0J1b30BaTe/IsI KDUIITOCPE/CTB,
JUI1 KOTOPBbIX 3TU yNaKOBKU NpeAHa3HaueHbl. Ha Takux ynakoBKax [eJslal0T MOMETKY
"JInuHOo". YNIaKOBKU OMNeYaTbIBAlOT TaKMM 006pa3oM, YTOObI HMCKJIOYaIaCb BO3MOXKHOCTD
M3BJIeYEHHUS U3 HUX COJIEPKMMOro 6e3 HapylleHUs YIaKOBOK M OTTHUCKOB MeYaTH.

Jlo mepBOoHa4Ya/JbHOM BBICBLJIKM (MM BO3BpallleHUsI) ajpecaTy COOOLAIT OT/AeJbHbIM
NKUCbMOM ONMCAHUE BbIChIJIAEMbBIX EMY YIIAKOBOK W MeyaTel, KOTOPbIMU OHU MOTYT ObITh
ornevyaTaHBbl.
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3.12. /lnd nepechlIKM KPUIITOCPECTB, IKCIJIyaTaJMOHHOW U TEXHUYECKOM JJOKyMEeHTALUU
K HUM, KJIIOYeBbIX JOKYMEHTOB cjeJyeT INOATOTOBUTb CONPOBOJUTEJBbHOE INHUCbMO, B
KOTOPOM HeO006X0MMO yKa3aTh: YTO MOCHLJIAETCA U B KAKOM KOJIMYeCTBe, y4eTHble HoMepa
U3JeJMd WM [OKYMEHTOB, a TakKXe NpPU HEeOOXOJAMMOCTU Ha3HaueHHe U MOpsfoK
VICII0JIb30BAHHUSA BbICBIJIAEMOr0 OTHpasieHus. CONpoBOAUTEBbHOE MUCbMO BKJ/IAbIBAIOT B
O/IHY M3 YIIaKOBOK.

3.13. llosy4eHHBble YNaKOBKHM BCKpBbIBaeT TOJIBKO ONepaTOp WJIHW OTBETCTBEHHBIH
110JIb30BaTeJlb KPUIITOCPEACTB, /i1 KOTOPbIX OHM INpeAHasHadeHbl. Eciu comepxumoe
II0JIy4YeHHOH YIIaKOBKU He COOTBETCTBYeT YKa3aHHOMY B COIIPOBOJUTE/IbHOM IHMCbMe UJIH
caMa yIaKOBKa U NeYaTh - UX ONIMCAHUIO (OTTUCKY), @ TaKXKe eCJIM YIIaKOBKA IOBPeX/ieHa, B
pe3yJsibTaTe 4ero o6pas3oBajiCd CBOOOAHBIA JOCTYI K ee COJepKMMOMy, TO IOJy4YaTeJb
COCTaBJIIET aKT, KOTOpPBIA BbICBLJIAeT OTHIpaBuTesnt0. [losydyeHHble C TaKUMHU
OTIIPABJIEHUSAMU KPUIITOCPECTBA U KJIOYeBble JOKYMEHTBI [0 MOJy4YeHUs YKa3aHUMU OT
OTIIpaBUTEJISA IPUMEHATDh He pa3peniaeTcs.

3.14. [Ipu o6Hapy>keHMH OpaKOBAHHBIX KJIIOUYEBbIX JOKYMEHTOB UM KPUNITOK/IIOYEeH OJUH
3K3eMIJIIp OpaKOBaHHOrO M3JeJus CjleAyeT BO3BPAaTUTb HW3TOTOBUTENIO  JJIA
YCTAHOBJIEHUS NPUYMH NPOUCLIEeIIEro U UX YCTPAaHEHUs B JaJIbHEMIlIeM, a OCTaBIINeCH
9K3eMIIAPbI XPAaHUTD J10 OCTYIJIEHUSA [JONIOJIHUTEIbHBIX YKa3aHUHN OT U3TOTOBUTEJIA.
3.15. IlosyyeHue KpUNTOCPEJCTB, 3KCIJIyaTalMOHHOM M TeXHUYECKOW JOKYMEHTALUU K
HUM, KJIFDYEBBIX JJOKYMEHTOB JIOJXKHO OBITh NOATBEPXKJEHO OTIIPABUTEJIIO B COOTBETCTBUU
C TMOpSJAKOM, VYKa3aHHbIM B CONPOBOJAUTEJNbHOM mucbMe. OTmnpaBuTesNb 0053aH
KOHTPOJIMPOBaTb [JIOCTaBKy CBOMX OTIpaBJeHUH afpecataM. Eciu ot azpecarta
CBOEBPEMEHHO He IOCTYNMWJIO COOTBETCTBYIOLLETO IOJATBEPXKAEHUSA, TO OTIpPaBUTEJb
JOJDKEH HallpaBUThb €My 3alpoC U NPUHATb Mepbl K YTOYHEHUI0 MeCTOHAXOXJeHUS
OTHpPaBJIEHUU.

3.16. 3aka3 Ha M3TOTOBJIEHHWE OYepeJHbIX KJIOYeBbIX JJOKYMEHTOB, UX U3rOTOBJIEHUE U
paccblIKy Ha MeCTa MCIO0Jb30BaHUA /[ CBOEBPEMEHHOM 3aMeHbl /[eMCTBYIOIUX
KJII0YEBBIX JJOKYMEHTOB CJeJlyeT NMPOU3BOJAUThL 3ab6/aroBpeMeHHO. YKa3aHUe O BBOJiE B
JleliCTBUe O4YepeHbIX KJIIUYEBbIX JOKYMEHTOB MOXET ObITb JAaHO OTBETCTBEHHBIM
[10J1b30BaTeJieM KPUNITOCPEeACTB TOJbKO MOCJE NOCTYIIJIEHUA OT BCEX 3aUHTepPeCOBAaHHbBIX
[10J1b30BaTeJ el KpUNITOCPe/CTB N0 TBEPKAEHUS O I0JIy4EHUM UMHU 0YepeJHbIX KI04YeBbIX
JLOKyMEHTOB.

3.17. Heucnosb3oBaHHble WM BbIBEJEHHble W3 [JEeWUCTBUA KJIIOUYEBble JOKYMEHTHI
N0/I/IeXKaT BO3BpallleHWI0 OTBETCTBEHHOMY I0JIb30BaTeJ 0 KPUITOCPEACTB WJIU IO ero
yKa3aHUIO JJO/LKHBI ObITh YHUUYTOKEHbI HAa MecCTe.

3.18. YHUUTOXKEHHe KpUINTOK/IoYerd (HMCXOAHOW KJIHYEeBOM HHOPOpPMALMU) MOXKET
NPOU3BOJUTHCA NMyTeM (PU3UYECKOTr0 YHUUYTOXKEHHUs KJIIYEBOTO HOCHTeEJIs, HA KOTOPOM
OHU pAaCIOJIOXKEHb], WJIU NyTeM CTUpPaHUSA (paspylleHUsi) KPUNTOKJIKYeH (MCXOAHOU
KJIlI0ueBOM HMHoOpMalru) 6e3 MOBpeXJeHHs KJIHYeBOro HOCUTess (AJs obecnedyeHUs
BO3MO>XHOCTH €r0 MHOTOKPATHOTO UCII0JIb30BaHUA ).

KpunTokioyu (MCX0AHYIO KJII0OUYEBYI0 HHGOPMALUIO) CTUPAIOT MO TEXHOJIOTUH, IPUHATON
JUIS1 COOTBETCTBYIOIUX KJIIOYEBbIX HOCUTEJIE MHOIOKPAaTHOI'O MCIOJb30BaHUs (JUCKET,
koMnakT-AuckoB (CD-ROM), Data Key, Smart Card, Touch Memory wu T.IL).
HenocpencTBeHHble [AeHCTBUS 1O CTUPAHUIO KPUITOKJIOYEH (MCXOLHOW KJIIOYeBON



vHbopMalMMi), a TakKe BO3MOXHble OTrpaHUWYEeHUs] Ha [laj/ibHelilllee TNpPHMEHEeHUe
COOTBETCTBYIOIIUX KJIIOU€EBBbIX HOCHTeJsIeH MHOTOKPaTHOT'O VCII0JIb30BaHUA
perj1aMeHTUPYIOTCA  IKCIJIyaTallMOHHOM M TeXHUYeCKOW  JIOKyMeHTalueud K
COOTBETCTBYIOILMM  KPHUITOCPeACTBAM, a TakKXKe  yKasaHUAMU  OpraHu3al Uy,
IPOM3BO/MBLIEN 3aIUCh KPUNITOKJIIOYEHN (MCXOLHOM KJII0UeBOU HHGOpMaLUH).

KitoueBble HOCHTENIM YHUYTOXKAIOT NMyTeM HaHECEHHWS UM HeyCTPaHMMOTo GU3UYEeCKOro
NOBpEeX/JEeHUs], MCKJIIYAWILero BO3MOXHOCTb KX  WCHOJIb30BaHUSA, a TaKkKe
BOCCTAaHOBJIEHUS  KJO4eBOW HHbopMmanuu. HemnocpencTBeHHble — AeWCTBUSA 1O
YHUYTOXXKEHUI0O KOHKPETHOTO THNA KJKYEBOr0 HOCHUTeJS  perJlaMeHTHUPYHTCA
IKCIJIyaTallAOHHOM M TeXHUYeCKOM  JIOKyMeHTanued K  COOTBETCTBYIOIIUM
KpPUNTOCPEeACTBAaM, a TaKXe YKa3aHWSAMM OpraHuM3aluy, NPOUM3BOJUBILEN 3alMUCh
KPUIITOK/I0YeN (MCXOAHOM K/I0YeBOM UHPOPMALIUH).

ByMaxkHble M npoyHe cropaeMble KJIKYeBble HOCHUTE/H, a TAaKXKe 3KCIJIyaTalluOHHYI0 U
TEXHUUYECKYI0 JOKYMEHTALUI0 K KPUIITOCPEJCTBAaM YHUUTOXKAKOT MyTeM CXKUTAaHUS WU C
NOMOLbIO JIIOOBIX OyMarope3aTe/bHbIX MallKH.

3.19. KpunrtocpejcTBa yHUYTOXKAKT (YTUJUIUPYIOT) MO pELIEHHID OIepaTopa,
BJIAJleI0lero KpUNTOCpeCTBAMM, U C yBeJJOMJIEHMEM OpraHU3alMM, OTBETCTBEHHOU B
cooTBeTcTBUU C [1K3-2005 32 opraHu3aiuio o3K3eMIISPHOTr0 yyeTa KPpUITOCPEACTB.
HameueHHble K YHUUTOXKEHUIO (yTUJIM3aLMU) KPUNTOCPEACTBA MOAJEXKAT U3BATHIO U3
almnapaTHbIX CpPeJCTB, C KOTOPbIMU OHU QYHKLMOHUPOBa/IH. [Ipy 3TOM KpuUnTocpeacTBa
CUMTAIOTCA H3BATBIMM K3 alllapaTHBIX CPEACTB, €CJU MCIOJHEeHa INpefyCMOTpeHHas
JKCIJIyaTallMOHHOM M TeXHUYeCKOW [OKyMeHTalHel K KPUITOCpeACTBaM Mpoueaypa
yAaJieHus MIporpaMMHOr0 obecrne4yeHus KPUNITOCPEACTB U OHU MOJIHOCTbIO OTCOEJUHEHBI
OT annapaTHbIX CPe/CTB.

3.20. [Ipuroznsble A4 Ja/bHENLIETO UCIIOIb30BAHUA Y3J1bl U JleTa/Iv allllapaTHBIX CPeJICTB
0o611ero Ha3HavyeHUs, He MpeJHa3HaYeHHble CllelUaJibHO JJisl alllapaTHOM peaJsiu3aluu
KpUNTOrpapuyecKUXx ajJropuTMOB WM HHbIX QYHKLUUHA KPUNTOCPEJCTB, a TaKXKe
COBMECTHO paboTaroliiee C KpPUNTOCpPeACTBAaMU 060pyAoBaHUMe (MOHUTOPBI, NPUHTEPHI,
CKaHephbl, KJaBUAaTypa U T.I.) paspeliaeTci MCHOJAb30BaTh I[0OCJe YHUYTOXKEHUS
KpUNTOCpPe/ACTB 6e3 orpaHuyeHUl. [Ipu aToM nHdopMalys, KOTopass MOKET OCTaBaTbCS B
YCTPOUMCTBAaX NaMsATU 000py/loBaHUSA (HallpuMep, B IPUHTEPAX, CKaHepax), J0/’)KHa ObITh
Ha/IeXXHO yJiasieHa (cTepTa).

3.21. KitoueBble [JAOKYMEHTbl JOJDKHbI ObITb YHUYTOXKEHbl B CPOKH, YKa3aHHble B
JKCIJIyaTallAOHHOM M TeXHUYeCKOW  JOKYMEeHTalUu K  COOTBETCTBYHOIUM
KpUNTOCpeAcTBaM. Ec/IM CpOK YHUUTOXKEHUSI ISKCIJIyaTallMOHHOM W TeXHUYeCKOU
JIOKyMeHTallMel He YCTaHOBJIEH, TO KJII0U€eBble JJOKYMEHThI JJO/KHbI ObITh YHUYTOXEHbI He
nosgHee 10 cyTok mocJjie BbIBOJA UX U3 JeMCTBUS (OKOHYAHUS CpoKa AeWcTBUsA). PakT
YHUYTOXKEeHUSA 0POPMJISIETCA B COOTBETCTBYIOIIUX KYPHa/laXx M03K3eMIJIIpHOro y4yeTa. B
3TU e CPOKH C OTMETKOM B TeXHUYECKOM (ammapaTHOM) >XypHajie MoJJiexaT
YHUYTOXXEHUIO DPa30Bble KJ/IOYeBble HOCUTEJNM U paHee BBeJleHHas M XpaHALAdacd B
KPUIITOCPEACTBAX MJMU HUHBIX JOMOJHUTENbHbIX YCTPOMCTBax KJlOueBass MHpopMalus,
COOTBETCTBYIOILlAsl BbIBEJEHHbIM HW3 [JeWCTBUS KPUNOTOKJKYAM; XpaHsAluUecs B
Kpuntorpapuyecku 3alllULIeHHOM BH/JE JaHHble CJeAyeT IepeliMPppoBaTb Ha HOBBIX
KPUNTOKJIIYaX.
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3.22. Pa3oBble KJIIOYEeBble HOCHUTENH, a TaKXe 3JIeKTPOHHble 3allUCA KJHYeBOU
vHOpMalMy, COOTBETCTBYIOLleN BbIBEJEHHbIM W3 JeMCTBUSA KPUIITOKJIOYAM,
HEeNoCpeJCTBEHHO B KPUNTOCPeJCTBaX WJM HWHBIX [JIONOJHUTEJNbHBIX YCTPOWCTBAX
YHUUYTOXKAKTCA N0JIb30BaTEJSAMU 3TUX KPUNITOCPEACTB CAMOCTOATENBbHO MO/ PaClUCKy B
TEXHUYECKOM (amnmnapaTHOM) KypHaJie.

KitoueBble JOKYMEHTbl YHUYTOXAKOTCA JIMOO MOJIb30BaTeJsIMA KPUITOCPEJCTB, JIMOO
OTBETCTBEHHBIM I10JIb30BaTeJieM KPUNTOCPEJCTB MOJ, PAacluCKy B COOTBETCTBYIOIIUX
)KypHa/laX MO03K3eMIJIIPHOTO y4eTa, a YHUYTOXKEHHEe OO0JIbIIOTO 0O0beMa KJ/IIUYeBBIX
JIOKYMEHTOB MOXET ObITb 0popMJIeHO aKTOM. [Ipu 3TOM MOJIb30BaTENSIM KPUIITOCPE/CTB
paspeliaeTci yYHUYTOXaTb TOJBKO  WCHOJIb30BaHHble  HENOCPEACTBEHHO  UMHU
(npepgHa3HavyeHHble [yl HUX) KpPUNTOKAK4YHU. [locse yHUYTOXeHUS IM0Jib30BaTeNn
KPUIITOCPE/CTB JI0DKHBI YBEJOMUTb 00 3TOM (TesiepOHOrpaMMOM, YCTHBIM COOOIEHUEM
no TejsedpOHY U T..) OTBETCTBEHHOI'O I0JIb30BAaTeJsl KPUNTOCPEJACTB [AJIs CIHCAHUSA
YHUYTOXKEHHBIX JJOKYMEHTOB C UX JIMLEBBIX CYETOB.

YHUYTOXKEeHHE N0 aKTy IPOU3BOJAUT KOMHUCCHS B COCTaBe HE MeHee /IByX YeJIOBEK U3 YHCa
JIML, [OONyUeHHbIX K IMO0JIb30BAaHUK KPUOTOCPeACTB. B aKTe ykKasbIBaeTcs, 4YTO
YHUYTOXKAETCSA U B KAKOM KOJIMYeCcTBe. B KOHIle aKTa JieslaeTcss MTOroBasi 3anuch (uudpamu
Y NPOIMUCHI0) O KOJIMYECTBE HAMMEHOBAHUM U 3K3EMILJIAPOB YHUUTOXKAaEMbIX KJIHOYEBbIX
JIOKyMEHTOB, HWHCTA/UIUPYIOUIMX KPUITOCPEACTBA HOCUTEJIeH, 3KCIJIyaTallUOHHOW U
TEXHUYECKON JIOKyMeHTalMu. McnpaBieHHs B TEKCTe aKTa J0JKHbl ObITh OTOBOPEHbI U
3aBepeHbl NOANUCAMU BCEX YJIEHOB KOMUCCHUM, MPUHUMABILIUX y4acThe B YHUUYTOKeHUU. O
NpPOBEJEHHOM VHUYTOXEHUU [eJIaloTCd OTMEeTKH B COOTBETCTBYKOLIUX KypHajiax
N03K3eMIIJIIPHOTO yYyeTa.

3.23. KpunTOKJII0YH, B OTHOLIEHHUH KOTOPbIX BO3HUKJIO NIOJ03pEeHUe B KOMIIpOMeTAaluH, a
TaKe /e CTBYIOIIMe COBMECTHO C HUMU JIpyrue KPUNTOK/IIOYU HEOOX0AMMO HEME/JIEHHO
BbIBECTU U3 [JEWCTBHUS, €CJM HHOU MOPSJOK He OroBOPEH B IKCIIyaTallMOHHOW H
TEXHUYECKON JOKYMEHTAallMh K KPUINTOCpeJCTBaM. B 4pe3BblUalHBbIX CJy4asix, KoOrjaa
OTCYTCTBYIOT KPUITOKJIOYM [JJ 3aMeHbl CKOMIPOMETHUPOBAHHBIX, JONYCKAaeTCsd MO0
pelIeHU0 OTBETCTBEHHOT 0 M0JIb30BaTeE I KPUIITOCPE/CTB COTJIACOBAHHOMY C OIIEPaTOpPOM,
VCIIOJIb30BaHWE CKOMIPOMETUPOBAHHbIX KpPUINTOK/IWOUYEH. B 3TOM ciydyae mnepuoj
WCIOJIb30BaHUSI CKOMIIPOMETHUPOBAHHBIX KPUNTOKJ/IOYEN [0JKEeH ObITb MaKCHMaJbHO
KOPOTKUM, a 3aluiaeMas nHpopMaIys Kak MOXKHO MeHee I[IeHHOM.

3.24. O HapyuleHUsIX, KOTOpble MOTYT NPUBECTU K KOMIPOMETAIIMM KPUINTOKJIOYEN, UX
COCTaBHBIX YacTell WJMU TMepefaBaBIIUXCA (XpaHALIMXCA) C MX HCHOJb30BaHUEM
NepCOHANbHbIX  JlaHHBIX, [0OJIb30BaTeJM  KPUIOTOCPEACTB  0053aHbI  COOOULIATH
OTBETCTBEHHOMY M0JIb30BaTEJI0 KPUIITOCPEACTB U (WJIU) onepaTopy.

OcMOTp KJIHOYEBBIX HOCUTEJNIEW MHOTOKPATHOTO MCIOJIb30BaHUSI MOCTOPOHHUMHU JIULIAMU
He cJle[lyeT pacCMaTpPUBAaTh KakK M0/103peHHe B KOMIPOMETALMU KPUIITOKJ/IIOUEH, eCIH TPU
3TOM UCKJII0UaJIaCch BO3MOKHOCTb UX KOMMUPOBaHUSA (UTEHUS, PASMHOXKEHUS ).

B cayyasax HejocTaud, HenpegbsBJEHHS KJ/OYEBbIX [JIOKYMEHTOB, a TaKXe
HeOolpeieJIEHHOCTU UX MECTOHAXO0X/AEeHUSA IPUHUMAKTCA CPOUYHbIE MEPBI K KX PO3BICKY.
3.25. MeponpusTHS 10 PO3bICKY U JIOKAJTU3ALUU OCAECTBUA KOMIIPOMETALMU KJII0UEBBIX
JIOKYMEHTOB OPTraHU3YEeT U OCYLLECTBJISIET OIIepaTOP.



3.26. KitoueBble JOKyMEHTHI AJi1 KDUNITOCPE/CTB UJIM MCXO/IHAs K/Io4YeBas UHPopMaus
JUI BBIPAOOTKU KJIIOYEBBIX AOKyMeHTOB u3arorasauBarTca OCb Poccun Ha foroBopHOU
OCHOBe WJM JIMLAMM, uMerowuMu JuneHsuro @PCb Poccum Ha JeATeNBHOCTb IO
V3TrOTOBJIEHUIO KJIIOYEBbIX JJOKYMEHTOB JIJI1 KPUIITOCPE/CTB.

M3roToBaATh KJKOYEBble JOKYMEHTbl K3 HCXOJHOM KJ/IWO4YeBOM HHGOpMALUU MOTYT
ONepaTopbl WM OTBETCTBEHHbIE I0JIb30BaTeJU KPUITOCPEJCTB, NPUMEHHAs IITAaTHbIE
KPUIITOCPEJCTBA, €CJM TaKasd BO3MOXHOCTb IpeAyCMOTpPeHa 3KCIJIyaTallMOHHOU H
TEeXHUYEeCKOH JJOKyMeHTalluel K KpUNTOCpeCTBAM.

4. Pa3sMellleHUe, ClieljMaibHOE 0600pyl0BaHME, OXpaHa
Y OpraHu3alys peXxMMa B IOMellleHUAX, I/le YyCTaHOBJIeHbI

KPHUIITOCPpEACTBA UJIK XPAHATCA KJII0OYEBbI€ JOKYMEHTbI K HUM

4.1. PasmelyeHue, crnenuasbHoe 00OOpy/JOBaHMe, OXpaHa M OpraHu3alnus pexuma B
IIOMelleHUAX, I'/le yCTaHOBJIEHbl KPUIITOCPEACTBA UJIH XPAHATCA KJIKYeBble JJOKYMEHTBI K
HUM (Jasiee - pexUMHble I[IOMeIlleHHs), JOJDKHBI obecliedyuBaTbh COXPAaHHOCTb
[1ePCOHA/IbHBIX JJAHHBIX, KPUIITOCPEJACTB U KJIHYEeBbIX JJOKYMEHTOB K HUM.

[Ipy 060pyf0BaHUM PEXKHUMHBIX IOMEIleHUH J[JOJKHBI BbINOJHATBCA TpPeOOBaHUA K
pasMelleHU0, MOHTaXy KpPUITOCPeACTB, a TakKxe Jpyroro o60pyJoBaHuS,
GYHKLIMOHMPYIOLEro C KPUIITOCPe,CTBAMM.

[lepeuynrciieHHble B HAaCTOSAILEM JOKyMeHTe Tpe6GOBaHUA K PeXKMMHBIM [IOMELeHUAM MOTYT
He  I[pefbsABJATbCA, €CAd 3TO  NPeAyCMOTPEeHO  MNpaBUJaMU  I0Jb30BAaHUA
KpUNTOCpeACcTBaMy, corsacoBaHHbIMU ¢ PCB Poccnm.

4.2. PexXuMHble NOMelleHUA BBbIJEJAIOT C y4eTOM pa3MepoB KOHTPOJIUPYEMBIX 30H,
perJjaMeHTUPOBAaHHbIX  3KCIUIyaTallMOHHOW M TeXHUYeCKOM JOKYMeHTauueh K
KpunrtocpegcrsaM. [lomeleHnsa AO/DKHBI UMeThb NPOYHbIe BXOJHbIE [IBEPU C 3aMKaMU,
rapaHTUPYIOIIMMU HaJle)KHOEe 3aKpbITMe I[OMellleHHW B Hepabodee BpeMsa. OkHa
IIOMellleHUH, paclloJIOKeHHBIX Ha MePBbIX WJIU N0CJAeJHUX 3TaXaX 3[aHUH, a TaKXKe OKHa,
HaxoJdAILlMecsd OKOJIO IIOXKApHBIX JIECTHHUL, U JPYIrUX MeCT, OTKyJa BO3MOXHO
IPOHUKHOBEHHE B PEXKUMHbIE MTOMellleHUsl TOCTOPOHHUX JIUL, He06X0UMO 060pyZ0BaTh
MeTa/UIMYeCKHUMH pelleTKaMyd WJIM CTaBHSIMH, WJMU OXPAaHHOM CUTHaJU3alveyd, WJIH
APYTMMU CpeJACTBaMM, NpPENATCTBYIOIIMMH HEKOHTPOJMPYEeMOMY IPOHUKHOBEHHIO B
peXUMHbIe IOMelleHHUH.

4.3. PasmelneHue, crnenuasbHoe 06OOpy/JOBaHMe, OXpaHa M OpraHu3alnus pexuma B
NOMelleHUAX JOJKHBI UCKJIKYUTh BO3MOXXHOCTb HEKOHTPOJIMPYEMOr0 NPOHUKHOBEHMUSA
WJIU NIpeObIBaHUS B HUX NMOCTOPOHHHUX JIML, @ TaKXKe NPOCMOTpa NOCTOPOHHUMH JIMLJAMHU
BeJlylIMXCs TaM paboT.

4.4. PexxuM oxpaHbl INOMeELleHHWH, B TOM 4YMCJIe MpaBuja JONyCKa COTPYAHUKOB WU
nocetuteje B paboyee W Hepaboyee BpeMsl, YCTaHABJIMBAeT OTBETCTBEHHbIN
[10/1b30BaTeJib KPUIITOCPE/CTB MO COrJIACOBAaHUIO MPU HEOOXOJMMOCTH C OllepaTopoM, B
IIOMelleHUAX KOTOPOIro YCTAHOBJIEHbl KPHUITOCPEACTBA WM XpAHATCA KJHO4YeBble
JOKYMEHTbl K HHUM. YCTaHOBJIEHHbIM pPEXHUM OXpaHbl [JOJDKEeH IpeAycMaTpUBaTh
NepUOANYEeCKUN KOHTPOJIb 32 COCTOSIHUEM TeXHHUYEeCKHUX CPeJCTB OXpaHbl, €CJIM TaKOBble
MMEIOTCS, a TAKXKe YUUThIBATh [10JI0KEHUS HacTosAuX TpeboBaHU.



4.5. /IBepu crenoMelnieHU JOKHbI ObIThb MOCTOSIHHO 3aKpbIThl Ha 3aMOK W MOTYT
OTKPbIBAaTbCSl TOJIbKO JJIs CAHKLIMOHUPOBAHHOTO NPOX0Ja COTPYAHUKOB U MOCETUTEJIEN.
Kiitouu oT BXOJHBIX ABEPEN HYMEPYIOT, YUYUTHIBAIOT U BbIAAKT COTPYAHUKAM, UMEIOIIUM
NpaBoO JONYCKa B peXUMHble MOMeUIeHUs, MO/ PAaCIUCKy B KypHaJle ydyeTa XpaHUJIULL,
Jy61MKaThl KJHOYel OT BXOAHBIX JBepel TaKuX MOMelLleHUl cjeflyeT XpaHUTb B cerde
orepaTopa Ul OTBETCTBEHHOIO M10JIb30BaTeJIsl KPUIITOCPEACTBAMHU.

4.6. [lnga npeoTBpallleHUs TIPOCMOTpPA M3BHE PEXKHUMHBIX MOMEIEHUM UX OKHA JO0JIXKHbI
OBbITh 3al[UIIEeHbI.

4.7. PexxuMHble NOMelleHHUs, KaK IMpPaBuJO, AOJ/HKHbl OBbITh OCHAlLeHbl OXpPaHHOU
CHUTHa/Iu3aleN, CBI3aHHOM CO Cy>K60U OXpaHbl 3laHUS WU [1€KYPHBIM 10 OpraHU3alUH.
WcnpaBHOCTb CUTHa/IM3alldu MEPUOJUYECKHM HEOOXOJUMO MPOBEPSATh OTBETCTBEHHOMY
M0JIb30BaTEJNI0 KPUITOCPEJCTB COBMECTHO C MpeJCTaBUTEJEM CJAYKObl OXpaHbl WJIU
JeXYPHBIM 110 OPTaHU3aLlMU C OTMETKOHM B COOTBETCTBYIOILIMX KypHaJIax.

4.8. [lna XpaHeHUsI KJKHYEBbIX [JOKYMEHTOB, 3KCIJIyaTallUOHHOM U TeXHUYeCKOU
JOKYMEHTAllUM, HWHCTAJUIMPYIOIIUX KPUITOCPEACTBA HOCUTEJNEd JOJDKHO OBbITh
npeAyCMOTPEHO  HeoOXOJAUMOEe  YMCI0  HAJEXKHbIX MeTaJJIMYEeCKUX  XPaHUJIUIL,
000pY/I0BAaHHBIX BHYTPEHHUMHU 3aMKaMHU C JIByMsl 3K3eMIJIApaMHU KJIOUYed U KOAOBBIMU
3aMKaMM WJIM TPUCIOCOOJIEHUSAMH /[Jis1 OlevyaTbIBaHUSI 3aMOYHbIX CKBaXXMH. OJuH
3K3eMIISP KJI0Ya OT XpaHUJIULIA JOJ>KEeH HAX0AUThCA Y COTPYAHUKA, OTBETCTBEHHOTO 3a
xpaHuauuie. /Jly6JMKaTbl KJ/WOYEH OT XpaHW/IHUIL COTPYAHUKM XpaHAT B ceilde
OTBETCTBEHHOI'0 TMOJIb30BaTessl KpuntocpeAacTtB. /JlybJuKaT Ki4Ya OT XpaHUJIUILA
OTBETCTBEHHOI'0 M0JIb30BaTeJIsl KPUNTOCPEACTB B ONeYaTaHHOM yNaKOBKe J0JPKeH OBITh
nepe/ilaH Ha XpaHeHHe OllepaTopy M0/, PaCIMCKy B COOTBETCTBYIOLIEM KypHaJle.

4.9. Tlo okoHYaHUM paboyero AHS PEXUMHOe IMOMellleHWe U YCTAaHOBJEHHble B HeEM
XpaHWJMIIA [JODKHBI ObITh 3aKpbIThl, XpaHWJHUIA oONedyaTaHbl. Haxojsuuecs B
N0JIb30BAaHUU KJIIOYM OT XpaHWJUL] J[AOJ/DKHbl ObITh CJAaHbl MOJ, PaclucKy B
COOTBETCTBYIOLIEM »KypHaJle OTBETCTBEHHOMY II0JIb30BaTeJI0 KPUITOCPEACTB WJIU
YIOJIHOMOYEHHOMY (Z1e?KyPHOMY ), KOTOPbIE XPaHAT 3TH KJIIOYH B JIMUHOM WJIU CIIEI[UATIbHO
BbIJI€JIEHHOM XpPaHUJIULIE.

KJitouu OT peXMMHBIX NTOMENIEHMH, a TaKXXe KJIIY OT XpaHWUJ/UIIA, B KOTOPOM HaXOAATCS
KJIIOYU OT BCEX JIPYTUX XPaHUJIUIL, PEXKUMHOI0 [TIOMeILeHUs, B Olle4aTaHHOM BHU/ie [JOJKHBI
OBbITb CAAHBI MOJ PACIHUCKYy B COOTBETCTBYIOILIEM >KypHaJie CJAYKObl OXpaHbl WJIU
JIeX)KypHOMY 10 OpraHU3aliMu OJHOBPEMEHHO C Mepeayel NnoJi 0XpaHy CaMUX PEXXUMHbIX
nomenieHuu. I[leyaTn, npeaHasHayeHHble [IJI OlNEeYaTbIBAHUS XPaHWJWL, [OJIKHbI
HaXOJWThCA Y N0JIb30BaTeJIed KPUIITOCPEACTB, OTBETCTBEHHBIX 3a 3TU XPaHUJIMIIA.

4.10. IIpu yTpaTe KJt04a OT XpPaHUJIMUIIA UK OT BXOJHOM [IBEPU B PEXXUMHOE MOMeIlleHHEe
3aMOK He06X0JUMO 3aMEHHUTD UJIM llepe/ieiaTh ero CEKpeT C U3rOTOBJIEHHEM K HEMY HOBbBIX
KJIIOUeld C JIOKyMeHTaJbHbIM opopMyeHueM. Eciv 3aMOK OT XpaHWU/MIA TepejesaThb
HEBO3MO>KHO, TO TaKO€e XpaHHUJIHIIe He0O6X0IMMO 3aMeHUTb. [opsJ0K XpaHEeHH s KII0YeBbIX
Y APYTUX JOKYMEHTOB B XpaHUJIUIIE, OT KOTOPOTO YTPadyeH KJIK0Y, 0 U3BMEHEHUs CeKpeTa
3aMKa yCTaHaBJIMBaeT OllepaToOp UJIU OTBETCTBEHHBIU M0JIb30BaTE/b KPUIITOCPE/CTB.
4.11. B 06bIYHBIX YCJOBUSIX PEKUMHbIE NOMELEHUS], HAXOAAIIMECS B HUX ONevyaTaHHble
XpaHWJMLA MOTYT ObITb BCKPBITBI TOJIBKO I0JIb30BATEJNSIMU KPUITOCPEACTB,
OTBETCTBEHHBIM I10JIb30BaTeJIeM KPUIITOCPECTB UJIA OIlepaTOPOM.



[Ipy o6HapyxeHUH NPU3HAKOB, YKa3bIBAlOLIMX HAa BO3MOXXHOe HECAaHKIIMOHUPOBAaHHOE
IIPOHUKHOBEHNE B 3TH NOMeIleHUs UM XpPaHUIMLA NOCTOPOHHUX JIUL, O CIy4YUBIIEMCS
JIOJDKHO OBITb HEMeJJIeHHO COOOILleHO OTBETCTBEHHOMY I10JIb30BaTeJII0 KPUIITOCPEe/CTB
uan omnepatopy. [IpuOGBIBIIMK OTBETCTBEHHbIH N0Jb30BaTeJb KPUITOCPEACTB [JOJKEH
OLIEHUTb BO3MOHOCTb KOMIIPOMETALUM XPaHAIUXCA KJIIOYEBBIX U JAPYTUX JOKYMEHTOB,
COCTaBUTb aKT M INPHUHATH NPU HEOOXOAUMOCTH Mephbl K JIOKQJIM3ALUUA IOCJAe[CTBUU
KOMIIpOMEeTallMM INepCOHAJIbHBIX [JaHHBIX W K 3aMeHe CKOMIPOMETHPOBAHHBIX
KPUNTOKJIIOYEH.

4.12. Pa3MelleHHMe U MOHTaX KpHUITOCPEJCTB, a TakKXke Jpyroro o0060pyJ0OBaHUS,
GYHKLIMOHUPYIOLETo ¢ KPUIITOCPEACTBAMHY, B PEXKUMHBIX IIOMELeHUAX JJOJKHbBI CBECTH K
MHUHHUMYMY BO3MOHOCTb HEKOHTPOJIMPYEMOI'0 JOCTyIla IOCTOPOHHUX JIUL, K YKa3aHHbIM
cpefcTtBaM. TexHHUYecKoe 06CayKMBaHUE TAaKOro 060pyA0BaHUSA U CMEHA KPUNTOKJIIOUEeH
OCYLIECTBJIAIOTCA B OTCYTCTBUE JIML, He [JONylleHHbIX K paboTe C [JaHHBIMU
KpHUIITOCPEeCTBAMM.

Ha BpeMsa oTcyTcTBUA moJib30BaTes/iedl KPUNTOCPEACTB YKa3aHHOe 000pyJOBaHHe IpHU
Ha/IMYMU TEXHUYECKOW BO3MOXXHOCTH JOJ/DKHO OBITh BBIKJIIOYEHO, OTKJIKYEHO OT JIMHUMU
CBA3U U yOpaHO B OlleyaTbiBaeMble XpaHU/IMIIA. B IPOTUBHOM c/lyyae MO COrJIaCOBAaHMIO C
OTBETCTBEHHBIM  I[10JIb30BaTeJeEM  KPUITOCPEJACTB  HeOOXOAUMO  IpefyCMOTpPeThb
OpraHU3allMOHHO-TEXHUYECKHEe Mepbl, HCKJIYawlide BO3MOXHOCTb MCIOJb30BaHUA
KpPUNTOCPE/CTB IOCTOPOHHUMHU JIMIIAMHU.

[Ipunoxenue 1
OCHOBHBIE TEPMUWHBI U OTIPEAEJIEHUA

BjiokupoBaHHe TMepCcOHaJbHbIX JAHHBIX - BpeMeHHOe IpeKpaljeHue c6opa,
CHCTeMaTH3allMY, HAaKOIJIEHUSs], MCIO0Jb30BaHUS, PACOPOCTPAHEHUS MePCOHAJbHBIX
JIaHHBIX, B TOM YHCJIE UX Nlepe/lavyu.
Joctyn k nHOpMaI MU - BO3MOXKHOCTb IOJIy4eHUs] MHQOpPMALlMU U e€e UCII0JIb30BaHUS.
MHudopmanoHHas cucTeMa - COBOKYIHOCTb CoZieprKallleiics B 6a3axX JJaHHbIX MHGOpMaLuu
U obecrneyuBawIUX ee 00paboTKy HHQPOPMALMOHHBIX TEXHOJIOTUM M TEXHUYECKUX
CpeJCTB.
MubopmanvoHHasi cucTeMa NepCOHAJbHBIX JaHHBIX - HWHGQOpPMalMOHHAs CUCTEMa,
npeJjcTaB/soLass co60M COBOKYNHOCTb NMEPCOHAJbHBIX JAHHBIX, COZepKaluxcs B 6ase
JIAaHHBIX, A TaKXXe HHGOPMAIIMOHHbBIX TEXHOJIOTUN U TEXHUYECKUX CPEJCTB, TO3BOJISIOLUX
OCYLIeCTBJIATh 00pabOTKYy TaKHUX MepPCOHAJIbHBbIX JAHHBIX C HCIOJb30BaHUEM CPEJCTB
aBTOMaTHU3aLMU WY 6€e3 MCI0Jb30BaHUS TAKUX CPE/CTB.
KoHTposnpyeMast 30Ha - NpOCTPAHCTBO, B IpeZiesax KOTOPOTro OCYLeCTBJISAETCA KOHTPOJIb
3a NpeObIBaHUEM U JIeUCTBUSAMU JIUI] U (HMJIM) TPAHCIIOPTHBIX CPE/CTB.
[paHulledd KOHTPOJMPYeMON 30HBI MOXKET ObITh: MEPUMETP OXPaHSIEMOU TEPPUTOPUU
npeanpusaTus (yuypexJeHus), orpaxjaroluide KOHCTPYKLMU OXPaHSIEMOrO 3/ aHUsl,
OXpaHs1eMOM YaCTH 3JJaHUs, BbI/I€JIEHHOTO [TOMeIlEHHS.
KondugeHMabHOCTh MNEepCOHANbHBIX JAHHbIX - 00513aTeJbHOE /JJs CO6JIIJeHUs
ONepaTopoM WM WHbIM MOJYYUBUIMUM JOCTYN K I[EPCOHAJbHBIM JJ@aHHBIM JIMLOM



TpebOBaHHE He JOMYCKATh UX PaclpoCTpaHeHUs1 6e3 corsacusi Cyo'beKTa MepCcoHaNbHbBIX
JI@aHHBIX UJIM HAJIMYMS UHOTO 3aKOHHOTO OCHOBAHMUSI.

KpunrtocpeactBo - mudpoBanbHoe (kpuntorpadpuyeckoe) cpefcTBO, NpeJHa3HaYeHHOE
JUI4 3alUThl UHQOpPMaLMY, He coZieprKalliedl CBeleHUH, COCTaBJIAILNUX roCyapCTBEHHYIO
TalHy. B 4YacTHOCTH, K KpHUITOCpeACTBAaM OTHOCATCA CpeJCTBa KpuUnTorpapuyeckon
3amuThl MHPopmanuu (CK3U) - mudppoBanbHbie (KpunTorpadprieckre) cpefCcTBa 3alUThI
MHPopMalMU C OTpPaHUYEHHBIM JOCTYIOM, He COJiepKalljed CBeJleHUM, COCTaBJAILIUX
rocyZlapCTBEHHYIO TalHY.

Mopenb HapylIUTe s - IPeAI0I0XKEeHNU 0 BO3MOXKHOCTSAX HAPYIIUTEJIsl, KOTOpble OH MOXKeT
MCIO0JIb30BaTh /J1s1 pa3paboTKU U NpOBeJileHUs aTak, a TakKKe 00 OrpaHMYEHUsIX Ha 3THU
BO3MO>KHOCTH.

Mopesnb yrpo3s - nepeyeHb BO3MOXHBIX YTPO3.

0O6paboTKa NepCcoHaNbHBIX JJaHHBIX - AeHWCTBUSA (ONepanyu) ¢ NepCoOHaIbHbIMU JaHHBIMH,
BKJIOYass cOOp, CUCTeMaTH3alulo, HaKOIlJIeHWe, XpaHeHHWe, yTouHeHUe (0OHOBJIEHME,
M3MeHeHMe), UCNI0JIb30BaHUe, pacIpoCcTpaHeHue (B TOM YHCJIe lepefjady), 06e31MYUBaHue,
6JIOKMpPOBaHHE, YHUYTOKEHUE [IePCOHAIbHBIX JaHHBIX.

O6wenocTynHble MepcOHa/bHble JaHHble - [epCOHaJibHble JlaHHble, JOCTYI
HEOrpaHUYEHHOIro Kpyra JiMlL, K KOTOpPbIM INpeJoCTaBJeH C COrJacus CyobeKTa
IepCOHaJIbHBIX JJAHHBIX WM Ha KOTOpble B COOTBETCTBUM € dpejlepa/lbHbIMU 3aKOHAMU He
pacnpocTpaHsieTcs TpeboBaHUe COOJII0eHNUSI KOHPHUAEHI[UATbHOCTH.

OnepaTtop - rocyfapCTBeHHBIM OpraH, MYHULUWNAJbHBIA Opral, HOpUAAYECKOe WU
dusHnyeckoe JMI0, OpraHusyloLie U (MJaK) oCcyLecTBIIsIOIIME 06PabOTKY MepCOHaTbHbIX
JIaHHBIX, @ TAKXKe ONpeie/II0IIHe LieJIU U coJiepKaHhe 06paboTKU NepCOHAIbHBIX IaHHBbIX.
[lepcoHanbHble JaHHbIE - Jit06asgs MHPOpMalMs, OTHOCALIAACA K OINpeJieIeHHOMY HJIU
omnpejie/iieMOMy Ha OCHOBAaHUM Takod HHbopMauuu ¢u3nyecKkoMy JULY (CyObEKTy
IepCOoHabHBIX JJAHHBIX), B TOM 4ucje ero ¢paMuius, UMs, 0OTYECTBO, I'0J, Mecsll, JaTa U
MeCTO pOXAeHUs, ajJjpec, ceMelHOe, COLMAJbHOE, MMYLIECTBEHHOE I[O0JIOKEHUE,
obpa3oBaHue, npodeccus, 0X0Ab], Apyras UHPopMaLusl.

[lonp3oBaTenb - JIMIO, Yy4YacTByWIlee B SKCIJIyaTallud KPUITOCPEeACTBA MJIH
MCHOJIb3YI0lllee pe3yabTaThbl ero GYHKIIMOHUPOBAHUS.

PacnpocTpaHeHue nepcoHa/bHBIX JAHHBIX - JEWCTBUS, HalpaB/eHHble Ha Iepejady
[IepCOHAJIbHBIX JaHHBIX ONpe/e/leHHOMY Kpyry JivL, (nmepejaya NepcoHaJbHbIX JJaHHbIX)
WJIM Ha 03HAKOMJIEHHE C MEPCOHATbHBIMU JAHHBIMU HEOTPAaHUUYEHHOTr0 KpyTa JiUll, B TOM
yucae 0OHAapoJ0BaHUEe IEePCOHANBHBIX JAHHBIX B CpeJCTBaX MaccoBoW HHQopMaruy,
pa3MeleHue B HHPOPMALMOHHO-TEJEKOMMYHUKALMOHHBIX CETSAX WM MpPeJoCTaBJIeHUE
JlOCTyNa K NepCoHaJbHbIM JJaHHbIM KaKUM-JIM60 UHBIM CIOCOOOM.

PexxvMHble NOMelleHHUs - TOMELIEHUSs, IJle YCTaHOBJIEHbl KPUIITOCPEACTBA UM XPAHATCSA
KJII0U€eBble JJOKYMEHThI K HUM.

CpeacTBo 3amUThl UHGOPMALMK - TEXHUYECKOE, MPOrpaMMHOE CPeJCTBO, BEIeCTBO U
(nnn) MaTepuaJ, npeJjHa3HayeHHbIe UM UCTIOJb3yeMble /ISl 3alMThl MHPOPMaLUU.
[lludpoBanbHble (kpunTorpadpuveckue) cpesicTBa - KpUITOCPEACTBA:

a) cpeactBa WKPPOBAHUSA - alnnapaTHble, MPOrpaMMHbIE W aNNapaTHO-NPOrpaMMHbIE
CPeACTBa, CUCTEMBbl M KOMILJIEKCHI, peau3yolde aJropuTMbl KpUNTOrpadpuieckoro
npeobpa3oBaHusl MHPOpMalMKM M IpeJHa3HAayeHHble [ 3alMTbl MHPOpMALUU NpHU



nepejaye O KaHajlaM CBS3M W (WJaM) Ui 3a0idThl  MHOpMaLUU  OT
HEeCaHKLMOHUPOBAHHOTIO JOCTYIA IPU ee 00pabOTKe U XpaHEeHUH;

6) cpeAcTBa MMMTO3AUIMTHI - allapaTHble, IpOrpaMMHble W alllapaTHO-NPOrpaMMHbIe
CpefCTBa, CHUCTEMbl M KOMIIJIEKCHI, peasM3ylllue aJrOPUTMbl KpUITOrpadpU4ecKoro
npeo6pasoBaHus HWHGOpMaLMU W NpeJHa3HA4YeHHble JJ 3allUTbl OT HaBA3bIBaHUA
JIO)KHOW MHOpMaLUy;

B) Cpe/iCTBa 3JIeKTPOHHOU IMPPOBOM NOANUCH - allapaTHbIE, IPOTPaMMHbIEe U alllapaTHO-
nporpaMMHble  CpeJCTBa, oObecleyuBallide Ha OCHOBe  KpuUNTOrpapuyecKux
npeo6pa3oBaHUM peaysU3alMi0 XOTSA Obl OJHOW U3 caeAyIIUX QYHKIMU: co3JaHue
3JIEKTPOHHON IUPPOBOM MOANKCHU C UCIOJb30BAHUEM 3aKPBITOrO KJ/KO4Ya 3JIEKTPOHHOU
nr$poBOY MOANKUCH, TIOATBEPKAEHME C UCNI0JIb30BAaHMEM OTKPBITOI0 KJIH04a 3JIEKTPOHHOU
U POBOM NOANUCH MOAJTUHHOCTH 3JIEKTPOHHOU IIUPPOBOY MOAMUCH, CO3/IaHUE 3aKPbIThIX
Y OTKPBITBIX KJII04Yel 3JIeKTPOHHOU LIMPPOBOM NOAIKCH;

r) cpeACTBa KOAWMPOBAHUSA - CPELCTBA, pealr3yollue aJrOpUTMbl Kpuntorpadpuieckoro
npeo6pa3oBaHusl MHGOPMALMU C BBINOJHEHUEM 4YacTHU NMpPeoO6pa3oBaHUS MyTeM PYYHBIX
ornepanyMi WM C MCHNOJb30BaHMEM aBTOMATH3UPOBAHHBIX CpPEACTB Ha OCHOBE TaKHUX
onepauyum;

[1) CpeAcTBa U3rOTOBJIEHUS KJIIOYEBBIX JOKYMEHTOB (HE3aBHCUMO OT BH/JAa HOCHUTEJS
KJIIDYeBOM MHQOPMALIMHU);

€) K/I4eBble JOKYMEeHThI (He3aBUCUMO OT BH/la HOCUTEJIA KJAI0YeBOM HHPOPMALMH).

[Ipusioxxenue 2
TUIIOBAA ®OPMA
»KypHaJia I03K3eMIIJIAPHOTrO yyeTa KPUIITOCPE/ICTB,

BKCHﬂyaTaHHOHHOﬁIdTeXHquCKOQAOKYMeHTaHHH

K HHUM, KJIIOY€BbIX IOKYMEHTOB

| N HammeHOBaHME | PerncrpaloHHEE |H0Mepa | OrmMeTka o | OrmeTKa
o
n/o KpMHTOCpeHCTBa,' Homepa CK3I, |3K8€MHHHPOB| IOJIyYeHUU | BEIDAUE
|3KcnnyaTauMOHHoﬁ|3KcnnyaTauMOHHoﬁ |(KpMHTOPpa—
| |
I I I |
| M TEeXHUYEeCKOM | M TEeXHUYEeCKOM |@qucxme |OT |ﬂaTa u |®.M.O.
IDaTa M|
| OOKYMEHTAaUUM K | OOKYMEHTalUuum K |H0Mepa) |KOPO |HOMep |nonbso—
pacnu- |
| HMM, KJIOUYEBHIX |HMM, HOMepa cepmﬁ|xnmqumx |HOHy—|COHpOBO—|BaTeﬂH
cka B |
| OOKYMEHTOB | KJIYEBEIX |n0KyMeHTOB |qum |nMTenb— |KpMHTO—
IoJIy — |
| | IOKYMEHTOB | | |HOPO
cpencTs |ueHun
| | | | micema
| | | | | |
I I I I I I




— 00 ——
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- 1
[ I
I 1
| OTMeTKa O NOOKJIIUeHUM (ycTaHoBke) CK3U | OrmeTka 0O
u3saTuu CK3U us |HpMMe—|

| |annapaTHHx cpezncrs,
YHUUTOXEHUU |anme |

| | KJIOUEBEIX
IOOKYMEHTOB | |
| |
| I I I | I | I
|®.M.O. HOHbBOBaTe—|ﬂaTa [IOOKJIIOYEHU I |HOMepa anrapaTHBIX |ﬂaTa |®.M.O.
HOHbSO—lHOMep |
|HH KPUIITOCPENCTB, |(yCTaHOBKM) n HOH—leeHCTB, B KOTOpH@lMB%HTMH |BaTeHH
CK3H, |aKTa Man |
IPOM3BOOUBIIETO nucyu Jinl, IPpOU3-— |yCTaHOBﬂeHH WM K |(yHMqTo—
npomsBonMBmero|pachCKa
INOOKJIYEHME BeOMx HOHKﬂmquMelKOTOpHM nonxnmquH|ermq) |M3%HTM€
ob yHMq—l
(YyCTaHOBKY) |(yCTaHOBKy) | KPUIITOCPELCTBa |
(YHMUTOXEeHUE) TOXEeHUU |
| | | |
| | I | I I I
I I 1
9 | 10 11 12 13
14 | 15 |
| | | |
| | |
[Ipunoxenue 3
THUIIOBAA ®OPMA
TeXHquCKOFO(aHHapaTHOFO))KypHaHa
N |HOara|Tun un Banmucu licrnosib3yeMule KPUIITOKJIIIOUN OrmeTka 06 |[Ilpume-
n/mo perucT- [no o6- YHUYUTOXEHUM |daHuUe
PaLUVOH— | CIIyXM— (cTupanmm)
HEBIE BaHMIO
HoMepa |[xpunrto-|Tumn Ceputueti, |Homep paso-|Hara |llomnmuce
VICIOJIb— | CPEOCTB | KJIUe — [ KPUIITO— BOT'O KJIUE— IOJIL30-
3YEMBIX BOTO rpadpmruec—-|BOTO HOCU-— BaTeNA
KPUIITO— OOKYy— |KMM HOMEpP |Tensd WU KPUIITO—
CpencTs MeHTa |[u HOMep 3OHBl KPUII— CpencTs

SK3eMIlJIA— | TOCpenCcTs,
Pa KJoue— | B KOTOPYI
BOTO BBEeI€HEL
JOKYMEHTA | KPUIITOKJIIIOUYNM
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CypnebHas npakTuka u 3akoHogaTenbcTBO — "TunoBble
TpeboBaHUA NO opraHM3auumu u obecneyeHuo
¢hyHKUMOHUpOBaHUA WncpoBanbHbIX (Kpuntorpacgpnyieckmx)
cpeAcTB, NpeAHasHa4YeHHbIX ANs 3awWuTbl MHoOpMaLum, He
coaepxallien cBegeHUN, COCTaBIAIOLWMUX rocyAapCTBEHHYHO
TauHy, B Clly4Yae Ux MCrnosnb3oBaHuA AnAa obecne4vyeHus
6e30nacHOCTU NepcoHanbHbIX AaHHbIX NPU UX 0OpaboTke B
WH(OPMaLIMOHHBbIX CUCTEMaX NepCcoHanbHbIX AaHHbIX" (YTB.
PCH PP 21.02.2008 N 149/6/6-622)

"MeToamyeckme pekoMmeHaaumm no obecneyeHmnto ¢ NOMOLLBK KPUNTOCPEACTB
©e30nacHOCTM NEPCOHAsbHbIX AaHHbLIX NpY X 06paboTke B MHOPMALIMOHHbBIX CUCTEMAX
nepcoHasnbHbIX AaHHbIX C MCNOSb30BaHMEM cpeacTB asTomaTtmsauumn” (yi. PCE PP
21.02.2008 N 149/54-144)

- TwnoBble TpeboBaHMs N0  opraHmu3auunm n  obecnevyeHnto  PYHKLMOHMPOBAHMS
WwnppoBanbHbIX  (KpunTorpaduyecknx) CpencTs, npefHa3HayYeHHbIX Ans  3awmThl
WHoOpMaUMnN, He cofepxallen CBeAEHWW, COCTaBNANLWMX roCyLapCTBEHHYIO TaWHy, B
cnyyae ux ncnosnb3oBaHna ans obecnevyeHmst 6e30nacHOCTU NePCOHanbHbIX AHHbIX NPU KX
06paboTke B UHPOPMALMOHHBIX CUCTEMAX NepcoHarnbHbIx AaHHbIX (PCB Poccun, N 149/6/6-
622, 2008);

"MeToamyeckme pekoMeHaaLmMm Mo BbINOHEHWIO 3aKOHOAATENbHbLIX TPe6GoBaHUN Npu
06paboTke NepcoHasnbHbIX AaHHbLIX B OpraHmn3aumnax 6aHKOBCKOWM CUCTEMbI POCCUNCKON
dPepepaunn"” (y1B. bankom Poccumn, APB, Accoumaumnen permoHanbHbix 6aHkoB Poccum
(Accoumaums "Poccunsa™)

6. [HokymeHTbl ®CB - "Tunosble TpeboBaHusa MO oOpraHu3aumm wn obecneyeHuto
PYHKUMOHNPOBAHNA LUIMPOBAnbHbBIX (KpunTorpaduyecknx) CpeacTs, NpeaHasHavyeHHbIX
OnNs 3aWmnTbl UHGOPMaUNN, He coaepXallen cBeLeHU, COCTaBnSLWMX rocyaapCTBEHHYIO
TarHy B criydae ux ncnosb3oBaHnsa ang obecnevyeHms 6e3onacHOCTN NepcoHanbHbIX 4aHHbIX
npu nx o6paboTke B MHPOPMALMOHHBIX CUCTEMAaX NepcoHarbHbIX AaHHbIX", "MeToanyeckme
pekomeHaaummn no obecneyeHnto ¢ NOMOLLLI KpuntocpeacTs 6€30nacHOCTN NEPCOHAaNbHbIX
OaHHbIX Npu MX o6paboTke B MHAOPMALUMOHHBIX CUCTEMAxX MNEepPCOHarnbHbIX OAHHbLIX C
Mcnonb3oBaHWEM cpeacTB aBToMaTtmsauuun” (yTBepxaeHol PykoBogcteom 8 LleHtpa ®Cb
Poccuun 21 cepans 2008 roga).

<[Mncbmo> PocobpasoBaHusa oT 29.07.2009 N 17-110 "O6 obecneyeHnn 3almThbl
nepcoHanbHbIX JaHHbIX"

TunoBbiMu _ TpeGoBaHusaMY MO OpraHu3aumm un  obecneyeHnto  PYyHKLUMOHMPOBAHUS
WwndpoBanbHbIX  (KpunTorpaduyecknx) Cpeacts, MNpedHasHadeHHbIX And  3awuThbl
MHopMaunn, He cogepxallerd CBedeHWW, COCTaBNALWMX rocydapCTBEHHYIO TaWHy, B
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cnyyae ux ncnosb3oBaHuna ans obecnevyeHms 6e30nacHOCTM NePCoHanbHbIX AaHHbIX MPU UX
o6paboTke B WMH(MOPMALMOHHbIX CUCTEMaxX MepcoHanbHbiXx AaHHbIX (PCB Poccuum, ot
21.02.2008 N 149/6/6-622).



